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Abstract:  

To improve the security posture of digital systems, progressive organizations engage third party security experts to 

assess risk and provide hardening guidance. The most suitable approach for most industries is white box vulnerability 

assessment.  However, confusion about different security approaches has led IT executives to commonly request the 

notably ineffective approach of black box penetration testing.  Most executives may be surprised to discover that this 

approach actually undermines the very risk assessment objectives they seek to achieve. This article will analyze trends, 

contrast different tests and methodologies, and outline best practices. 
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White box vulnerability assessments provide the most accurate barometer by which to determine and mitigate risk of 

digital asset exposure. Recently however, entertainment IT organizations have demonstrated a preference for the far 

lesser effective approach of black box penetration testing.  This incongruous situation may be a result of confusion, 

wherein executives procuring security guidance (and even some firms providing such guidance) do not fully understand 

the distinction between different evaluation types and methodologies.  In this article, we attempt to disambiguate the 

terms and analyze the trend. 

 

Evaluation Types 

An evaluation is an investigation of security features and functionality.  Although there are many different types of 

evaluations, the two most relevant to most industry use-cases are vulnerability assessment and penetration test.  

 

The objective of a vulnerability assessment is to determine the full scope of exposures that exist – quite simply, a 

vulnerability assessment is a risk assessment.  Unlike a penetration test, a vulnerability assessment seeks to identify 

all ways in which asset compromise might be possible.  It considers assets, threats, workflow, whole system 

configuration, and internal defenses, as well as future developments of the infrastructure or application.  The threats 

addressed go beyond the drive-by adversary, and consider the more likely adversaries who would be interested in 

compromising high-value digital assets: targeted attacks, insider threats, advanced persistent threats, and the 

accidental (perhaps inevitable) security breach.  By contrast, the goal of a penetration test is simply to determine if 

defenses can be breached. In terms of risk assessment, it provides primarily a binary risk rating – can be breached or 

cannot be breached.  

 

Beyond definition and primary objective, these engagements typically differ in other notable ways.  Penetration tests 

often rely heavily on automated tools, only leverage known vulnerabilities, and seek to identify low-hanging fruit.  

Vulnerability assessments use these same tools as part of the process, but incorporate the results into a custom 

evaluation, and seek to identify all potential vulnerabilities, not just those that can be found through automation. 

 

The most telling difference between these types of evaluation can be seen in how they are (or should be) priced.  As 

with any service engagement, one pays for time and materials, with a premium for quality and skill. The cost of a 

vulnerability assessment relates to the effort required for a team of experts with full access to evaluate a system front-

to-back, address all threat vectors, propose mitigations, and assign risk.  The scope of effort is more or less fixed and 

limited by the size of the supply chain, infrastructure, application, or subset thereof.  Conversely, the price of a 

penetration test is largely driven by budget:  the amount of resources devoted to simulating an attack determines the 

cost, and budget parameters are met simply by manipulating effort input, irrespective of how the effort input affects 

result output. Due to heavy reliance on automation, penetration tests typically cost less than vulnerability 

assessments.  However, penetration tests also produce woefully incomplete results, leaving blind spots that are not 

factored into risk calculation.   

 

Methodologies 

In addition to selecting a type of evaluation, IT executives must also select a methodology to apply to that evaluation. 

The two methodologies most relevant are white box and black box. 

 

The most succinct distinction between these methodologies comes down to knowledge.  In a white box assessment, 

the evaluator has full detailed knowledge of system functionality.  In a black box assessment, the evaluator has very 

limited knowledge, obtaining information only from outputs that result from varying test inputs, and with no knowledge 

about the inner workings of the system.  

 

The results of a white box methodology are of very high value in calculating risk, as it can be determined with high 

confidence that most or all of the vulnerabilities present in the target technology have been identified.  However, IT 

executives have recently been trending towards a preference for black box.  This seems to stem from an interest in 

having an evaluator assume similar conditions to that of a real world adversary, i.e. with limited system knowledge.  

This intuition is flawed in that with a black box methodology it is ultimately the tester that is evaluated, rather than the 

target system. Results may determine the risk of that specific evaluator succeeding, but proves little about what other 

adversaries might achieve or about the entire range of weaknesses that may exist.  Furthermore, the results of a black 
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box methodology are of lower value in calculating risk: if vulnerabilities are discovered, there is no way of knowing that 

all vulnerabilities have been discovered, and as a corollary, if no vulnerabilities are found, it does not mean there are 

not any vulnerabilities.  

 

As with the distinct types of evaluations, pricing also reveals notable differences between distinct methodologies. 

Pricing of a white box approach is related to project completion, and scope is scaled to meet budget parameters by 

adding or omitting components.  Although component omission creates blind spots, the existence of such blind spots 

is known and thus accounted for in risk assessment.  Conversely, pricing for a black box assessment correlates to 

effort invested, and scope is scaled to meet budget only by modifying effort input.  However, reducing effort (i.e., as a 

method to reduce cost) only reduces the thoroughness and usefulness of results in determination of risk.  Blind spots 

are unknown, significantly weakening the confidence of the resulting risk assessment. 

 

Best Practices 

The most effective calculation of risk is derived from the combination of white box methodology and vulnerability 

assessment.  A white box vulnerability assessment empowers an IT executive to best prioritize future development 

cycles in order to address most crucial weaknesses first. IT executives should migrate away from current trend 

preference for black box penetration tests, which produce a false sense of confidence in otherwise heavily exposed 

systems, and migrate towards the more effective approach of white box vulnerability assessment. 
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