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• Protocol
• Host
• Port

http://www.example.com:80



URL Outcome Reason

http://www.example.com/anotherpage.html Success Origins match

http://user:pass@www.example.com/anotherpage.html Success Origins match

https://www.example.com/page.html Failure Different protocol

http://www.example.com:81/page.html Failure Different port

http://www.example2.com/page.html Failure Different host

http://example.com/page.html Failure Different host

http://www.example.com/page.html

https://en.wikipedia.org/wiki/Same-origin_policy
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1) Attacker creates malicious webpage that creates POST/GET 
request to vulnerable web app





2) Victim logs into vulnerable web app, holds a session cookie



3) Attacker tricks victim into following link to webpage



4) Malicious request is sent, web app’s server accepts victim’s 
session cookie, and server changes state based on the request















Details
• customer:password
• Simple functionality

• Buy apples
• Update credit card #

• CSRF token protection

http://demo.securityevaluators.com/dpetty/ :
• csrf_webapp-cors/login.php
• csrf_webapp-custom/login.php

(Java, Flash, Silverlight)



http://demo2.securityevaluators.com/dpetty/attack_pages/
• CSRF_cors.html
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