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About ISE

e We are:

— Computer Scientists
— Academics
— Ethical Hackers

 OQur customers are:

— Fortune 500 enterprises

- Entertainment, software security, healthcare
e Qur perspective is:

- White box
FEE
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HTTPS/TLS in the Networking Stack
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HTTPS

| == Bank of America —B... % | 4
€ @ Bank of America Corporation (US) | https:/fwww.bankofamerica.com

You are connected to

o 2
— ‘"«r‘-jl‘ bankofamerica.com

i
which is run by

] = ..q
Bank of America ica *
Corporation
Chicago

llinois, US
Verified by: Symantec Corporation

2 The connection to this website is secure,

(7] | More Infurmatiun...]

HTTPS = HTTP over TLS
CA/Browser Forum vs. IETF
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Fundamentals of TLS

1. Message Confidentiality
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Fundamentals of TLS

1. Message Confidentiality
2. Message Integrity
3. Server Authentication

Preview: Defeat server authentication
and we defeat TLS
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TLS and Security Testing
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TLS and Security Testing
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TLS and Security Testing
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Bypassing TLS

Defeating certificate verification
IS the focus of the remainder of
the talk
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How TLS Works
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Asymmetric Cryptography
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Asymmetric Cryptography
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Asymmetric Cryptography
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Asymmetric Cryptography
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Certificates

Certificate

| hereby certify that the public key attached
hereto belongs to:

www.example.com

Valid from: *
Jan. 1, 2016

Jo:
an. 1, 2017

Certlfzcate /‘Zlutﬁortty
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Certificate Chain
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TLS and Real World Attack
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TLS and Security Research




Custom Certificate Authority

( \
L e e e e e e L e e e e .
0 * < T v * o
SR i Ul

D EPIC WINC.

%

.

.

o

)

£ 2
\

( N
LS X X 2 2 X 4 LA 2 X 2 X X J

o * < I v % o
RS T
S EPIC WINC.

~

* S I A
SDEPIC WINC.

L X 2
L .

r‘ --‘ = independent securty evaluaton




3 independent security evaluators




Mitmproxy

user@mitm: ~ vl Al X

File Edit View Search Terminal Help

[o/0] [showhost]
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Virtual Machine Setup
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debian
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Virtual Machine Bridged Mode

mitm - Settings X
General Network
System Adapter 1 ] Adapter 2 | Adapter 3 | Adapter 4 |
Display W Enable Network Adapter
Storage Attached to: [NAT ]
e Name: m::cr attached =]

B Advanced MAT Metwaork

Internal Network R
_ Host-only Adapter
Serial Ports Generic Driver

UsSB

Shared Folders

User Interface

IncvBEyeoEEm E

0K Cancel Help




for i in

iptables
iptables
iptables
iptables
iptables
iptables
iptables

iptables
iptables
iptables

iptables
iptables
iptables

Virtual Machine Firewall

SUBNET=10.42.16.0/24

/proc/sys/net/ipv4/conf/*/send redirects; do echo 0 > $i; done

INPUT
INPUT
INPUT
INPUT
INPUT
INPUT
INPUT

-i lo -j ACCEPT

-p icmp -j ACCEPT

-m state --state RELATED,ESTABLISHED -j ACCEPT
-s S$SUBNET -3j ACCEPT

—~d $SUBNET -j ACCEPT

-p tcp -J REJECT --reject-with tcp-reset

DROP

FORWARD -s S$SUBNET -j ACCEPT
FORWARD -d S$SUBNET -j ACCEPT
FORWARD DROP

nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080
nat -A PREROUTING -p tcp --dport 443 -j REDIRECT --to-ports 8080
nat -A POSTROUTING -j MASQUERADE

sysctl -w net.ipv4.ip forward=l1
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for i in

iptables
iptables
iptables
iptables
iptables
iptables
iptables

iptables
iptables
iptables

iptables
iptables
iptables

Virtual Machine Firewall

SUBNET=10.42.16.0/24

/proc/sys/net/ipv4/conf/*/send redirects; do echo 0 > $i; done

INPUT
INPUT
INPUT
INPUT
INPUT
INPUT
INPUT

-i lo -j ACCEPT

-p icmp -j ACCEPT

-m state --state RELATED,ESTABLISHED -j ACCEPT
-s S$SUBNET -3j ACCEPT

—~d $SUBNET -j ACCEPT

-p tcp -J REJECT --reject-with tcp-reset

DROP

FORWARD -s S$SUBNET -j ACCEPT
FORWARD -d S$SUBNET -j ACCEPT
FORWARD DROP

nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to-ports 8080
nat -A PREROUTING -p tcp --dport 443 -j REDIRECT --to-ports 8080
nat -A POSTROUTING -j MASQUERADE

sysctl -w net.ipv4.ip forward=l1
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Launching Mitmproxy

mitmproxy --host (HTTP proxy mode)

mitmproxy -T --host (Transparent mode)

Mitmproxy's ability to run as a transparent proxy is what allows
us to study the traffic of non-proxy-enabled devices or software-
so long as we can control certificate verification!

136
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Configuring the Client Device

* Proxy-Enabled

- Browsers
- Most desktop applications
- Most i0S applications

 Non-Proxy-Enabled

- Most Android applications
- Many standalone devices

136



General Technique

* Route traffic through Mitmproxy VM
- Explicit proxy if available
- Default gateway configuration if not
 Add Mitmproxy CA to trusted CAs

e View traffic

136
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Windows Applications
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IE Proxy Configuration

Proxy Settings ﬂ

~Servers
B Tupe Proxy address to use Pork

o

HTTP: | 10.0.1.108 + [a080
Secure; | 10.0.1.108 | 080 ]
ETP: | |
Socks: | |

Tools — Internet Options = Connections = LAN settings — Advanced
Verify that Mitmproxy is in HTTP proxy mode!

BYETE wtemitent seouityeniibll



Mitmproxy CA Download Page

=10l x|

@_A |E;*h /v it O x| 4+ 2 mitmproxy :.<| | AAL LT

Click to install the mitmproxy certificate:

o I iy x’

Apple Windows Android Other

http://mitm.it/




Mitmproxy CA Download

,_é'mitmprm-w - Internet Explorer

@C ¥ I\?;' FEtp: It it Pj *4 | 2 mitmproy

mitmproxy

g

|ﬁ| ik

Android Other

Apple

Do you want to open or save pl2.p12 (1.62 KB) from mitm.it? Qpen Save |v| Cancel




Importing the Mitmproxy CA

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate krusk
@_, lists, and certificate revocation lisks From wour disk to a
cerkificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains infarmation
used to prokect data or to establish secure network,
connections, & certificake store is the swstem area where
cerkificates are kept,

To continue, click Mext,

= Back

Cancel |




Importing the Mitmproxy CA

Certificate Import Wizard x|

File to Import
Specify the File wou wank ko import.

File name:

Browse, .. |

Mote: More than one certificate can be sktored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12}
Cryptographic Message Svntax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store (35T}

Learn mare abouk cerkificate file Formats

< Back I ext = I Cancel




Importing the Mitmproxy CA

Certificate Imporkt Wizard

Password

To maintain security, the private kew was protected with a password.

x|

Type the passward Far the private ke,

Password:

™ Enable strong private key protection. You will be prompted every time the
private kew is used by an application if you enable this option.

™ Mark this ke as exportable, This will allow you ko back up or transport your
kews at alater time,

¥ Include all extended properties.

Learn mare abouk profecting private keys

< Back I ext = I Cancel




Importing the Mitmproxy CA

Certificate Import Wizard x|

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically seleck a cerkificate skare, ar you can specify a lacation For
the certificate.

" automatically select the certificate store based on kthe bype of certificate
¥ Place all certificates in the Following store

Certificate skore:

Learn mare abouk cerkificate stores

< Back ext = Cancel

! sescurty evaluators



Importing the Mitmproxy CA

Select Certificate Store Ed |

Select the certificate store wou wank to use,

- Personal

' Trusted Rook Certification Aukhorities
----- Enterprise Trusk

- Intermediate Certification Authorities
- Trusted Publishers

LT Linkensted Cetificabas x
4| | >

[~ show physical stores

o, I Cancel |




Importing the Mitmproxy CA

Certificate Import Wizard x|

Completing the Certificate Import

Wizard
j I The certificate will be imporked after you click Finish,
"-.-;_f_fj,;"l You have specified the Following sekkings:
) M Trusted Root Certifics
Zontent PFx
File Mamne CUsersiusertappha
J | i

< Back I Finish I Cancel




Importing the Mitmproxy CA

Security Warning

l.\'

¥ou are about ko install a certificate from a certification aukharity
(A claiming ko represent:

mitmproxy

Windows cannot walidate that the certificate is actually From
"mitrnprocey”, Yo should confirm ks origin by contacking
"mitmprocey”, The Following number will assist vou in this process:

Thurbprint (shal): 3CE70141 EECCIFDY SEGDAZ1E 2B275C41
F348Ca6C

Warning:

IF wou install this root certificate, Windows will automatically trusk
any certificate issued by this CA, Instaling a certificate wikh an
unconfirmed thumbprint is a security risk, I wou click "ves" wou
acknowledae this risk,

Do wou want to install this certificate?




Verify CA Installation

Certificates x|

Intended purpose: I::F'.II} j

Intermediate Certification Authorities  Trusted Root Certification Autharities | Trusted Publ_4 | » |

Issued To | Issued By | Expirakio. .. | Friendly Marme | :l
_PJMichsnft Fook Auk,.,  Microsoft Rook Authority 12)31/2020  Microsoft Roaok A, .,

SlMicrosoft Root Cert,.. Microsoft Root Certifi,,. 592021 Microsoft Rook ...
SMicrosoft Root Cert,.. Microsoft Rook Certifi,..  6/23(2035  Microsoft Rook C.
CplMicrosoft Rook Cert... Microsoft Root Cerkifi,..  3/22/2036  Microsoft Root ...
plMicrosoft Rook Cert... Microsoft Root Cerkifi,,.  3/22/2036  Microsoft Root ...

SSmitrnprocey rnikrproscy 712018 <Mane =

_EJNO LIABILITY ACC,,. MO LIABILITY ACCER...  1/7f2004 WeriSign Time 3t J

_?JPDrtSwigger Ch PortSwigger CA 1124/ 2035 <Mone =

Cplstarfield Class 2 Ce... Starfield Class 2 Certi,..  6/29/2034  Starfield Class 2 ... LI
1. . P— - . . P— - PR— P R . .

Import... | Export... Remove Advanced

Certificate inkended purposes

Server Aduthentication, Client suthentication, Secure Email, Time Skamping,
1.3.61.4.1.311.2.1.21, 1.3.6.1.4.1,311.2.1.22, Microsoft Trust List Signing,

1.3.6.1.4.1.311.10.3.5, Encrypting File System, 2.16.840.1.113730.4.1 U=

Learn more about certificates Close

eI

Tools = Internet Options = Content — Certificates — Trusted Root



Visiting an HTTPS Site

Certificate

General | Details Certification Path |

=]|

—Certification path 4

—_c-.J mitmprozy S
i —F'4J e, qoogle, Com

Wiew Certificate

Certificate status:

This certificate is Ok,

Learn more about certification paths




Visiting an HTTPS Site

user@mitm: ~ wilal (X

File Edit “iew Search Terminal Help

1c_wahlberg product core 48.png8.png

[3/14]  [showhost] S 7:help [*:8080]
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Troubleshooting

* Applications that don't follow |IE proxy settings

- Use default gateway technique
- As on Android (up next)

136



Troubleshooting

* Applications that don't follow |[E CA settings

— Moazilla Firefox

- Most applications with embedded TLS libraries

e OpenSSL
e NSS

— Java applications

e More to come later

136
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Android Network Settings

Signal strength Excellent
Security WPA2 PSK

Password
+" Show password

+" Show advanced options

Proxy settings None

IP settings Static
IP address 10.42.16.105

Gateway 10.42.16.102

Network prefix

length 24

DNS 1
DNS 2

Connect

Ensure Mitmproxy is in transparent mode!



Android Browser Certificate Warning

A

There are problems with the security certificate for this site.

Go back View certificate Continue

Discovered a new version!

r‘ '-‘ : independen] securdty evalucton



Mitmproxy CA Download Page

mitmproxy

C & htp//mitm.it/ w QA R

http://mitm.it/

sk



Mitmproxy CA Installation




Android Credential Storage PIN




Android Browser

™ This certificate is valid.

ued to:

Fingerprints:

1 fingerprint:




Visiting an HTTPS Site

user@mitm: ~ wilal (X

File Edit “iew Search Terminal Help

1c_wahlberg product core 48.png8.png

[3/14]  [showhost] S 7:help [*:8080]
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Troubleshooting

* Proxy setting on Android is unreliable

— Notice we used default gateway
 Android Nougat (/) trusted CA changes

» Certificate pinning
e JNI

136
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I0S Network Settings

iPad = 9:22 PM Mot Charging T
Settings &£ Wi-Fi ISE LAB
Airplane Mode ) Forget This Network
IP ADDRESS
IP Address 10.42.16.102
Notifications
Subnet Mask 255.255.255.0
Control Center
Router 10.42.16.101 -
Do Not Disturb
DNS 8.8.8.8
@ General P Search Domains
Display & Brightness HTTE PROXY
Watpaper [ e
LD Sounds
O Pesscoce HTTP Proxy usually works too, on iOS.
Privac . . .
Q Fre Ensure Mitmproxy is in the correct mode!
» iCloud

r‘ "-‘ :  independeni securdlty evalucton



Mitmproxy CA Download Page

(0 mitrm. it c ﬁ +

Click to install the mitmproxy certificate:

g o] e
- o0 W
Apple Windows Android Other

http://mitm.it/



Mitmproxy CA Installation

rF :  independeni securdlty evalucton

Cancel Install Profile

Install

mitmproxy

Signed by mitmproxy
Not Verified

Contains Certificate

More Details




Visiting an HTTPS Site

user@mitm: ~ wilal (X

File Edit “iew Search Terminal Help

1c_wahlberg product core 48.png8.png

[3/14]  [showhost] S 7:help [*:8080]

136




Troubleshooting

e Certificate pinning

— See SSL Kill Switch and similar tools

136
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Java Applications

e Java does not always use Internet Explorer or
other system-wide proxy and certificate settings

136



Configure Default Gateway

Internet Protocol ¥ersion 4 (TCP/IP¥4) Pr

General

Yol can gek IP settings assigned automatically i wour nebwork supports
this capability. Otherwise, vou need to ask your network administrator

for the appropriate IP settings,

" obtain an IP address automatically

—i% |Jze the Following IP address:

IP address: | 0.0 .1 108
Subnet mask: | 255 .255 . 255 . 0
Defaulk gatewary: I 10,0 .1 .103
€ ohbain DN server address aukomatically
—i% |Jze the Following DMS server addresses:
Preferred DMS server; I g .8 .68 .8
Alkernate DMS server: I g .8 .4 .4
[ validate settings upon exit
(] 4 Cancel

Could also configure Java
proxy settings.

Ensure Mitmproxy is in
transparent mode!



Sample Java Application (jcurl)

C:\>java -jar jcurl-all.jar -e url https://www.google.com/



Sample Java Application (jcurl)

C:\>java -jar jcurl-all.jar -e url https://www.google.com/
Starting jCurl in C:\

Sending 'GET'

request to URL : https://www.google.com/

Exception in thread "main" javax.net.ssl.SSLHandshakeException:
sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to
find valid certification path to requested target

at sun.
at sun.
at sun.
at sun.
at sun.

Source)

at sun.

Source)

at sun.

at sun

136

security.
security.
security.
security.
security.

security.

security.
.security.

ssl
ssl
ssl
ssl
ssl

ssl

ssl
ssl

.Alerts.getSSLException(Unknown Source)
.SSLSocketImpl.fatal (Unknown Source)
.Handshaker.fatalSE (Unknown Source)
.Handshaker.fatalSE (Unknown Source)
.ClientHandshaker.serverCertificate (Unknown

.ClientHandshaker.processMessage (Unknown

.Handshaker.processLoop(Unknown Source)
.Handshaker.process record(Unknown Source)



Java Certificate Authority Store

SJAVA HOME/lib/security/cacerts

Different paths for 32-bit and 64-bit JRES
JDK vs. JRE location varies

sk



Downloading Mitmproxy CA

,_é mitmproxy - Internet Explorer - |I:I|£|

@ |- |£ biktp: | frvitrrn.it) sl j +3| (@ mitmproxy . | | S Y

Click to install the mitmproxy certificate:

¢ I iy x

Apple Windows Android Other

http://mitm.it/

rﬁﬁ iacenitent securiivinciai




Portecle

java -jar portecle.jar

r‘ '-‘ :  independeni securdlty evalucton




Open cacerts File

47 Dpen Keystore File x|

Laok ln: |C3 security | | ||TF| |3 |ea]a=

IEF cacers

File Mame: cacerts

Files of Type: |Keystore Files ks * ks . jceks*.p1 27 plic* hks* ubrcacerts) -

Cpen Cancel

Must have sufficient privileges to edit the file!

r‘ '-‘ : independen] securdty evalucton



CA Store Password




Viewing Trusted CAs

éTE:"n.,Prugram Files {#86)" Java"jrel.8.0_914lib' security’ cacerts - Porte - |EI|1|

File Tonols Examine Help

e 08B 8 e BB R @

@] alias Name Last Modified
actalisauthenticationrootoea Aprla, 2015 31452 PMEDT ||
addtrustclassica May 2, 2006 8:50:24 AM EDT
addtrustexternalca May 2, 2006 8:491:44 AM EDT L
addtrustgualifiedca hlay 2, 2006 8:53:28 A EDT
affirmtrustcommercialca Apr1d, 2014 55351 PM EDT =
affirmtrustnetwarkingea Apr1d, 2014 60159 PM EDT
affirmtrustpremiumea Apr 14, 2014 B:02:56 PMEDT
affirmtrustpremiumeccca Apr1d4, 2014 6:03:58 PM EDT
anlrootcal Mar 19, 2008 11:33:32 AM EDT
aolrootca hlar19, 2003 11:34:35 AM EDT
haltimarecodesigningca hlay 10, 2002 3:05:16 A EDT
haltimarecyherrustca Moy 10, 2002 3:28:14 AWM EDT
huypassclass2ea Jan 13, 2014 1:54:05 P EST
huypassclassica Jan 13, 2014 1:584:25 P EST
cametfirmachambersca Oct 31, 2008 3:34:18 P EDT
camerfirmachamberscommerceca Ot 31, 2008 233208 Pu EDT
camerfirmachambersignea Oct 31, 2008 3:28:02 PM EDT
cefplusclass2primaryca Apr23, 2010 20059 PMW EDT
cerdplusclass3pprimanca Apr 23, 2000 2:02:00 PM EDT

cerfumea Apr 23, 2010 4:11:55 PM EDT |
FEl rarbiratructodnatan el o Spr 2 010 A1 P EOT i

|Keysture type: JKES, provider: SUN, size: 101 entries

Tools = Import Trusted Certificate

r‘ -_‘ : independen] securdty evalucton



Select Mitmproxy CA PEM File

k Tlmpurt Trusted Certificate x|

| o—
-l o—

Lookln: |3 Downloads | |E||EF (=3

oo
oo

[ paortecle-1.10

File Mame: [eMm.cer

Files of Type: |X.80%9 Cedificate Files (*.cer*.cit*.cert™ pem) -

|mport Cancel

r‘ "-‘ :  independeni securdlty evalucton



Accept Trust Warning

Import Trusted Certificate x|

@ Could not establish a trust path for the certficate.
The cerficate information wwill now be displayed atter
which you may canfirmm swhether or not yau trust the

cedificate.

)4

r‘ '-‘ : independen] securdty evalucton



Accept Trust Warning

Certificate Details for ‘pem.cer* 5[

Cedificate 1 of 1

Yersion: 3
Suhject  C=mitmprosy, CH=mitmipross
Issuer:  O=mitmproxy, Chl=mitmprosy
Serial Mumber.  0D5A SEBC 740

Valid From: Jul 11, 2016 1:48:13 PW EDT

Walid Until: Jul 1, 2018 1:48:13 PM EDT

Public Key, RSA (1,024 hits)

Signature Algorithm:  SHATwithRESA
SHA-1 Fingerprint. 3CEBT.01:41:EE.CCAF.DT.ABEDAZ 12827 8C 41 F348:CHEC

MOA Fingerprint. 1 CFD:30 2828 B3:BEFY.C3AT:91 9684854 6E

Extensions PEM Encoding

()

r‘ '-‘ : independen] securdty evalucton



Accept Trust Warning
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Name CA Certificate

i - -

" Y
e TR

o1 I B
¥ .m | 1TO

5 independent security evaluators




Import Certificate

i - -

" Y
e TR

o 1 I B
| .m | 1TO
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Retry jCurl HTTPS Download

C:\>java -jar jcurl-all.jar -e url https://www.google.com/
Starting jCurl in C:\

Sending 'GET' request to URL : https://www.google.com/

Response Code : 200
<!doctype html><html itemscope="" itemtype="http://schema.org/WebPage"

lang="en">

136
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Certificate Pinning

e Or “certificate authority pinning”

 Overcoming certificate pinning

- Debugging
- Patching

136



[ji 'T' nm:

Java: Custcwﬁﬁ I _‘L#
For o}

1“ ':'“'::

BT nsevendent socusity evatuators

" Y
e TR

e (| .




Java: Custom Trus

tManager

File Edit Wiew History Bookmarks Tools Help

[E] xs09TrustManager (J... % EY

(-. @ http://docs.oracle.comjjavase/8/docs/apifjavax/net/ssliXs v €& | | Q Search B 3+ #

Interface X509TrustManager

All Superinterfaces:
TrustManager

All Known Implementing Classes:
¥589ExtendedTrustManager

public interface X509TrustManager
extends TrustManager

Instance of this interface manage which X509 certificates may be used to authenticate the remote side of a
secure socket. Decisions may be based on trusted certificate authorities, certificate revocation lists, online
status checking or other means.

Since:

1.4

Method Summary

_ Instance Methods Abstract Methods

Modifier and Type Method and Description

void checkClientTrusted (X509Certificate[] chain, String authType)

Given the partial or complete certificate chain provided by the peer, build
a certificate path to a trusted root and return if it can be validated and is
trusted for client SSL authentication based on the authentication type.

void checkServerTrusted (X509Certificate[] chain, String authType)

Given the partial or complete certificate chain provided by the peer, build
a certificate path to a trusted root and return if it can be validated and is
trusted for server SSL authentication based on the authentication type.

trustmanager A |~ | Highlight Al Match Case 2 of 6 matches

[<]

r‘ "-I :  independeni securdlty evalucton



SSLContext.init

init

public final void init(KeyManager[] km,
TrustManager[] tm, _

SecureRandom random)
throws KeyManagementException

Initializes this context. Either of the first two parameters may be null in which case the installed
security providers will be searched for the highest priority implementation of the appropriate
factory. Likewise, the secure random parameter may be null in which case the default
implementation will be used.

Only the first instance of a particular key and/or trust manager implementation type in the array is
used. (For example, only the first javax.net.ssl.X509KeyManager in the array will be used.)

Parameters:

km - the sources of authentication keys or null
tm - the sources of peer authentication trust decisions or null

random - the source of randomness for this generator or null

Throws:

KeyManagementException - if this operation fails

null TrustManager = default

r‘ "-‘ :  independeni securdlty evalucton



Suppressing Custom TrustManager

S jdb CustomCA
Initializing jdb ...
>



Suppressing Custom TrustManager

$ jdb CustomCA

Initializing jdb ...

> stop in javax.net.ssl.SSLContext.getInstance(java.lang.String)
Deferring breakpoint
javax.net.ssl.SSLContext.getInstance(java.lang.String).

It will be set after the class is loaded.

[V9al Prabatell] PTY



Suppressing Custom TrustManager

$ jdb CustomCA

Initializing jdb ...

> stop in javax.net.ssl.SSLContext.getInstance(java.lang.String)
Deferring breakpoint
javax.net.ssl.SSLContext.getInstance(java.lang.String).
It will be set after the class is loaded.

> run

run CustomCA

Set uncaught java.lang.Throwable

Set deferred uncaught java.lang.Throwable

>
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Suppressing Custom TrustManager

$ jdb CustomCA

Initializing jdb ...

> stop in javax.net.ssl.SSLContext.getInstance(java.lang.String)
Deferring breakpoint
javax.net.ssl.SSLContext.getInstance(java.lang.String).
It will be set after the class is loaded.

> run

run CustomCA

Set uncaught java.lang.Throwable

Set deferred uncaught java.lang.Throwable

>

VM Started: Set deferred breakpoint
javax.net.ssl.SSLContext.getInstance(java.lang.String)

Breakpoint hit: "thread=main",
javax.net.ssl.SSLContext.getInstance(), line=155 bci=0

main(1l]
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Suppressing Custom TrustManager

main[l] step up

>
Step completed: "thread=main", CustomCA.main(), line=29 bci=19
29 SSLContext sctx = SSLContext.getInstance("TLS");

main[l] locals

Method arguments:

args = instance of java.lang.String[0] (1id=940)

Local variables:

tmf = instance of javax.net.ssl.TrustManagerFactory(id=941)
trustManagers = instance of javax.net.ssl.TrustManager[1l]
(1d=942)

main(1l]
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Suppressing Custom TrustManager

main[l] step up

>
Step completed: "thread=main", CustomCA.main(), line=29 bci=19
29 SSLContext sctx = SSLContext.getInstance("TLS");

main[l] locals
Method arguments:
args = instance of java.lang.String[0] (1id=940)
Local variables:
tmf = instance of javax.net.ssl.TrustManagerFactory(id=941)
trustManagers = instance of javax.net.ssl.TrustManager[1l]
(1d=942)
main[l] set trustManagers=null
trustManagers=null = null
main[l] cont
> <!doctype html><html itemscope=""
itemtype="http://schema.org/WebPage" lang="en">
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C: OpenSSL
OpenSSL

Cryptography and SSL/TLS Toolkit

long SSL get verify result(const SSL *ssl);

Returns X509_V_OK (0) on successful validation
Non-zero otherwise



wget Call to OpenSSL

430e84: e8 a7 31 fd ff callg 404030

<SSL get verify result@plt>
430e89: 48 85 c0 test ¥rax, srax
430e8c: 48 89 c3 mov %¥rax, %$rbx
430e8f: c6 44 24 0f 01 movb $0x1,0xf(%rsp)
430e94: 0Of 85 a6 02 00 00 jne 431140

<SSLv3 client method@plt+0x2c270>
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430e84:
430e85:
430e86:
430e87:
430e89:
430e8c:
430e8f:
430e94:

<SSLv3 client method@plt+0x2c270>

136

wget Call to OpenSSL

90
90
90
31
48
48
c6
0f

cO
85
89
44
85

cO

c3

24 0f 01

a6 02 00 00

nop
nop
nop
XOr
test
mov
movb
jne

Zeax, seax
¥rax, srax
%¥rax, %$rbx
$0x1,0xf(%rsp)
431140
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Certificate Magic Numbers

e PEM format

- —BEGIN CERTIFICATE—
- —END CERTIFICATE—

e DER format

- 0x30 0x82 0x01 (1024-bit RSA certificate)
- 0x30 0x82 0x02 (2048-bit RSA certificate)
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Mistakes in Implementing HTTPS

e Failing to Verify Certificates

— No verification at all

— CA, but not hostname
 OpenSSL limitations
- Hostname, but not CA
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Mistakes in Implementing HTTPS

e Allowing anonymous cipher suites
— Confusing OpenSSL APIs

sk



Mistakes in Implementing HTTPS

* Allowing NULL encryption cipher suites

sk



Mistakes in Implementing HTTPS

e Qutdated Libraries

- Apple “goto fail”
— ChangeCipherSpec Injection

- DROWN
- Logjam
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Bypassing TLS

 Modify trusted CA list
- Windows
— Android
- i0S
- Java
e QOvercome certificate pinning
- Debugging (e.g., Java)
- Patching (e.g., C + OpenSSL, certificate magic numbers)

 Leverage implementation mistakes
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Bypassing TLS

e Questions?
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