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The Life of a Zoomer

• Junior Security Analyst at Independent Security 
Evaluators 

• Rising Electrical Engineering Senior at UCLA. 

• Primarily focused on Cryptography, IoT and Hardware 
Security and hiding from her dog.

• Enjoys researching IoT devices and collecting CVEs. 

• Research covered by publications such as Motherboard, 
the Daily Swig, and ISMG.
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Before 2020 Shit Hit The Fan 
Part I
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What do Zoomers want?

Persistent Remote 
Shell

CVEs
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What do Zoomers want?

Persistent Remote 
Shell

A persistent remote shell permanently allows an attacker to execute 
shell commands on another computer across a network even if the 

device is reset or rebooted.
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What do Zoomers want?

CVEs

“Common Vulnerability and Exposure entries are unique, common 
identifiers for publicly known information security vulnerabilities.” 

- MITRE
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The Scapegoat

Tenda AC15 AC1900 
Smart Dual-band 

Gigabit Wi-Fi Router
2019 Firmware -

15.03.05.19
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Things I Found Instead of Lost Socks
Part II
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RCE

Allows attackers to execute 
code or commands on a 
target device remotely over 
a network. 

Allows attackers to 

• Read, Write, and Delete 
Content

• Gain Persistent Access

• Build Botnets

CVE-2020-10987 & CVE-2020-15916

Description Ramifications
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XSS

Allows attackers to inject 
malicious client-side scripts 
in web applications that will 
typically affect several users 
when executed by the 
browser.

Allows attackers to 

• Capture Sensitive 
Information

• Perform Phishing Attacks

• Perform Unauthorized 
Actions

CVE-2020-10989

Description Ramifications
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CSRF

Forces end-users to execute 
unwanted state-changing 
actions on web applications 
in which they are currently 
authenticated.

Allows attackers to 

• Indirectly Perform 
Unintended Actions

• Exploit Vulnerabilities 
that Require 
Authentication

CVE-2020-10986

Description Ramifications
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Hardcoded Telnet Password

Allows attackers to use 
hardcoded password in 
source code to log in to the 
unencrypted Telnet 
Daemon. 

CVE-2020-10988

Description Ramifications
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Hardcoded Telnet Password

Allows attackers to use 
hardcoded password in 
source code to log in to the 
unencrypted Telnet 
Daemon. 

CVE-2020-10988

Allows attackers to 

• Gain Direct Root Shell 
Access

• Build Botnets

Description Ramifications
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Methodology
Part III
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Recon

Old CVEs Network Ports

Web Interface Firmware
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Network Ports

NMAP

• Telnet (23 and sometimes 2323 or 
9527)

• Test other open ports for 
unencrypted and unauthenticated 
communication
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Web Interface

Manual Testing and 
Burp Suite

• Mapping Application
• Injection Points
• User Supplied Data
• User Controlled Data
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Firmware

Binwalk and IDA Pro

• Parse Disassembled Code
• Run strings 
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Firmware

Binwalk and IDA Pro

• System.Cmd
• Popen
• Exec*
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Hacking Shit
Part IV
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CSRF

<img src="http://192.168.0.1/goform/SysToolReboot" width="0" 
height="0" border="0">

Reboot GET Request
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XSS

Web Interface
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XSS

XSS In Action
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XSS

XSS Chained With CSRF
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RCE

formsetUsbUnload in httpd Binary file
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RCE

Reboot GET Request

Code Execution Using the deviceName Parameter
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RCE

RCE Chained With CSRF
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Telnet

Tenda_login Binary File
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Telnet

Telnet Login
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RCE

TendaTelnet in httpd Binary File
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RCE

Setting lan.ip
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“Live-ish” Demo
Part V
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This is Fine.
Part VI
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Public 
Disclosure

Free 
Swag?

Remediation 
Vendor 

Response
Initial 

Contact

Responsible Disclosure
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Why are you ghosting me, bruh?

January 2, 2020

January 17, 2020

July 10, 2020 

Initial Vendor 
Contact

Second Vendor 
Contact

Tired of Waiting 
– Blog Time
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Call to Action
Part VII
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The Zoomer’s Guide to Hacking Shit

Link to Resources

• Blog

• AC 15 Firmware V15.03.05.19

• MITRE

• Burp Suite

• Nmap

• IDA Pro

• More Resources

QR Code for Slides: 

https://blog.securityevaluators.com/tenda-ac1900-vulnerabilities-discovered-and-exploited-e8e26aa0bc68
https://www.tendacn.com/us/download/detail-3240.html
http://cve.mitre.org/
https://portswigger.net/burp
https://nmap.org/
https://www.hex-rays.com/products/ida/
https://tinyurl.com/iotvDC28MR
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Questions?

Link to Slides:
https://www.ise.io/wp-content/uploads/2020/08/kicking_devices_and_taking_cves.pdf

https://meet.google.com/linkredirect?authuser=0&dest=https%3A%2F%2Fwww.ise.io%2Fwp-content%2Fuploads%2F2020%2F08%2Fkicking_devices_and_taking_cves.pdf

